Community Banks
CNA NetProtect®

www.cna.com/financialinstitutions

CNA NetProtect’ (Information Risk Liability)

All banks are exposed to information risks such as lost data due to dishonest insiders or network attacks. CNA NetProtect® products

are designed to address specific information risks present in today’s fast paced business environment.

Available coverages: Information Risk Liability includes coverage for

the following:
Privacy Liability and related coverage 9

¢ Covers unauthorized use or disclosure of both private and ¢ Protection for enterprise wide information both online and
commercially sensitive information, the costs to comply with offline, not just information on your Web sites
privacy breach notification laws and defense of “Privacy e Security breaches due to virus attacks or a hacking event
Regulatory Proceedings” alleging failure to comply with privacy resulting in identity theft or a loss of private information
laws. ¢ Unauthorized use of information including disclosure of
private information by employees or third parties for whom
Security Liability an insured
e Covers a customer’s inability to use or access a bank’s network is responsible
and damage to third-party networks caused by e Infringing or disparaging online content
the insured.

Market focus:
Content Injury Liability
e Covers defamation, disparagement, false light and infringement
with regards to all forms of computer
readable content, including software or other publications

Commercial banks, savings and loan associations, savings banks
and credit unions with assets up to $3 billion.

Additional details:

on CD-ROMs, not just information on an insured's Web site.

¢ Our menu-based policy form allows a bank to design and

Network Extortion choose coverages that address their unique exposures

* Will pay amounts demanded by an extortionist to prevent e Limits up to $10,000,000 are available for qualified insureds
a network attack or threat of network attack or release of e Coverage is available to FDIC and NCUA insured banks
confidential data. located in all 50 states, U.S territories and possessions

Network Loss or Damage Applying for coverage:

* Will pay costs to recreate or restore a bank’s network to o ) .
1. Applications are available on our Web site at

pre-loss condition.
www.cna.com/agentcenter, or contact us at 312-822-4831.
We can also quote using competitors’ applications.
2. Upon receiving all pertinent underwriting information,

turnaround time is typically five business days.

For more information, contact your community bank
underwriter or visit www.cna.com/financialinstitutions.

One or more of the CNA companies provide the products and/or services described. The information is intended to present a general overview for illustrative purposes only. It is not intended to constitute a binding contract.
Please remember that only the relevant insurance policy can provide the actual terms, coverages, amounts, conditions and exclusions for an insured. All products and services may not be available in all states and may be
subject to change without notice. CNA is a registered trademark of CNA Financial Corporation. Copyright © 2010 CNA. All rights reserved.
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